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Q Signup Login

0 steemit

Lost in Translation

theshadowbrokers ~ in shadowbrokers

KEK...last week theshadowbrokers be trying to help peoples. This
theshadowbrokers be thinking fuck peoples. Any other peoples be ]
problem? So this week is being about money. TheShadowBrokers s}
cards theshadowbrokers wanting you to be seeing. Sometime peopl
target audience. Follow the links for new dumps. Windows. Swift. G
thought that was it? Some of you peoples is needing reading compr

https://steemit.com/shadowbrokers/@theshadowbrokers/lost-in-
translation

Post

O This repository

Pull requests Issues Marketplace Gist

misterchOc / shadowbroker ® Watch~ 33
<> Code Issues 6 Pull requests 1 Projects 0 Wiki Insights ~
The Shadow Brokers "Lost In Translation" leak
D 21 commits ¥ 1 branch © Oreleases

Branch: master ~ New pull request Create new file = Up

. misterchOc committed on GitHub Merge pull request #19 from keepad/master .-

m oddjob oddjob
B swift decrypted files https://steemit.com/shadowbrokers/@theshadowbrokers/l...
B windows Merge branch 'master' of https://github.com/misterchOc/shadowbroker

https://github.com/misterchoc/shadowbroker
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The Equation Group H* b EHH I 715K

s= TheShadowBrokers

e 20168 A | The Equation Group DR T — Xz HBAH L& LT, £DT —
XDRNE - IRFEZIECDTz/Ny h—&EH
c AT DIN—TTHBHEWVWITD

smmmm 1 he Equation Group

s HANIRAF—H{IWFEEEBESHNIL-BELRENRKE S IL—
e Stuxnet, Flame & W7~ = 7 AERR L= )L—7

 FHDEES D O NSA(KERZERILR) 7132 DEEMEB TR WD L
EZoNTWS
e X/ —7 VK & TheShadowBrokers N ZIBMICIHBIENA R 5N 5
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W' d e Windows #1ZHy & § 2 IEY — )L Ef
I n OWS e DoublePulsar/EternalBlue = &
o ERIBITHEERBE1 S (Society for Worldwide Interbank Telecommunication:
SW|ft SWIFT) B84 % Bkl
e 7 F X k> PowerPoint E#}73 &

e Windows FH @ RAT (Remote Administration Tool)

 Windows Server 2003 Enterprise /" Windows XP Professional [ XJ s
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EternalBlue
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Architouch
Darkpulsar

Domaintouch
Doublepulsar
Easybee

Easypi
Eclipsedwing
Eclipsedwingtouch
Educatedscholar

Educatedscholartouch

Emeraldthread
Emeraldthreadtouch
Emphasismine

Englishmansdentist
Erraticgopher
Erraticgophertouch
Eskimoroll
Esteemaudit
Esteemaudittouch
Eternalblue
Eternalchampion
Eternalromance
Eternalsynergy
Ewokfrenzy
Explodingcan
Explodingcantouch

Iistouch
Jobadd
Jobdelete
Joblist
Mofconfig
Namedpipetouch
Pcdlllauncher
Printjobdelete
Printjoblist
Processlist
Regdelete
Regenum
Regread

Regwrite
Rpcproxy
Rpctouch
Smbdelete
Smblist
Smbread
Smbtouch
Smbwrite
Webadmintouch
Worldclienttouch
Zippybeer
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2017838, Struts2DAE551E CVE-2017-5638 (S2-045) 2 B I N3 EHHZH
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https://www.equifaxsecurity2017.com/
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EQU’FAX : English | Espafiol Return to equifax.col

Yo NCERSHB
FLYy b H—R

) s — B ERDHIR,
JETRO ERHAES RN Mladhiirdiyat

P i iR SR ET g - MB#E R 7 I\(J-STAGE SMERDNS D EE %

TRFRRNE GO ST 22— hUPaP AspsoRES CYberseCU rity Incident &
mBmes(opiot Important Consumer Information

- - _ Web™+ k@Y
BB S EEERAGY — R R X WV ORE

[T SN . Webt - kD>

— ik Bus Radital SEEHD T 1)

LR . Sy

1891 277 BT BEMPEA—TFTF—FAHYOYT HNERA DI D I

JVIAFP1IX JINSAY S avF Yav7Ha Lo

) HIEIIC & B HIRAMAGSTAT MAP) FRRICERLT to Protect & Monitor Credit — FREE for everyone in the U.S.
B.LEAGUE F7 v b A bk -

U BLEAGUE 77> 7 5 72+ k RIFARCERLT 5

B (ETT A MCMLER 1 > 8 5% & 3 VSDK) SBIIERER R —/\— ¥ —/t—{SLLAti Need help? Contact Us

. THBARES AT L ) oA MERER T

T —hEIEEC

http://d.hatena.ne.jp/Kango/20170311/1489253880

Home Consumer Notice Lock or Freeze Announcements FAQs Contact
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$2-045/8S2-046 DX A L74

2017-03-06 18:54 JST  S2-045 D T ENAHFYUDNREINDS https://cwiki.apache.org/confluence/display/WW/S2-045

https://twitter.com/TheApacheStruts/status/838722669726

2017-03-06 21:07 JST ﬂ%EH}i@ test build 75‘{[}'39% = ﬂ\ L Ea2— - Tﬁ%—? 75‘5%&5\ N5 031873, https://twitter.com/TheApacheStruts/status/83872
2824621674496

4 ST 1] — https://dist.apache.org/repos/dist/release/struts/2.5.10.1/,
TI/IEH&b U ASND https://dist.apache.org/repos/dist/release/struts/2.3.32/

2017-03-07 21:03 JST

NTTtz :\: a U T A ‘\/ + /N \/ﬁkﬂ%jﬁtﬁ\lﬁg'lﬁig ([Z2DWT 4 https://twitter.com/NTTSec JP/status/83913239821003161
2017-03-08 00:15 JST £ — c

2017-03-08 21:24 JST E1E Rk 2.5.10.1 DA=YVTYRMTT IV ASIND http://markmail.org/thread/fcsc2bzwfléu3zzan

2017-03-10 21:24 JST E1ERR 2.3.32 DA=YTYURNTT IV REIND http://markmail.org/thread/bsbjmgugabmlzs;ji

2017-03-19 15:54 JST S2-046 D)7 FARAHFUDNREEINS https://cwiki.apache.org/confluence/display/WW/S2-046
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https://twitter.com/TheApacheStruts/status/838722824621674496
https://dist.apache.org/repos/dist/release/struts/2.5.10.1/
https://dist.apache.org/repos/dist/release/struts/2.3.32/
https://twitter.com/NTTSec_JP/status/839132398210031616
http://markmail.org/thread/fc5c2b7wfl6u33an
http://markmail.org/thread/b5bjmguga6mlz5ji
https://cwiki.apache.org/confluence/display/WW/S2-046
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2017-09-05 18:16 JST

BIER 25130 U—XEn, EHEBRLLHEIND

BS3E URL

https://dist.apache.org/repos/dist/release/struts/2.5.13/

2017-09-0519:04 JST

S2-052 D7 FNAH YDA REHINDS

https://cwiki.apache.org/confluence/display/WW/S2-
052

2017-09-05 23:17 JST

BIEMR 2530 4=V YT URXMTTFIYRENDS

http://markmail.org/message/sydeachhj2btlglw

2017-09-06 03:28 JST

EIEMR 2.3.34testbuild BRI N, L Ea— - EAFHHRIND

http://markmail.org/message/sxuhb2vwcziagjjr

2017-09-06 16:52 JST

NTTEFa2UT 4 - ¥ NN UKRASEAKEZBBRICOWVWTY A —
l\

https://twitter.com/NTTSec JP/status/90533802321416
1920

2017-09-07 04:36 JST

BIERR 23340 U —X&EN5

https://dist.apache.org/repos/dist/release/struts/2.3.34/

2017-09-07 18:24 JST

BIEM 2334 B X—U YT URNTTFIREND

http://markmail.org/message/ostesyuzigfibzng

2017-09-08 15:08 JST

S2-053 D7 XA HF U RNEHINS

https://cwiki.apache.org/confluence/display/WW/S2-
053
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https://cwiki.apache.org/confluence/display/WW/S2-052
http://markmail.org/message/5ydeachhj2btlglw
http://markmail.org/message/5xuhb2vwc7iagjjr
https://twitter.com/NTTSec_JP/status/905338023214161920
https://dist.apache.org/repos/dist/release/struts/2.3.34/
http://markmail.org/message/ostesyu7jgfibzng
https://cwiki.apache.org/confluence/display/WW/S2-053
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E‘H:ﬁ?u7l/ L7 =97 DR—RZEEXR, $FiiBFE T Struts ZHE
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Apache Spring JavaServer
Play Apache Apache
Framework Wicket Tapestry
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201854 B I Spring Framework D& D EF5EHL TR

https://spring.io/blog/2018/04/05/multiple-cve-reports-published-for-the-spring-framework

Multiple CVE reports published for the Spring

Framework

ENGINEERING ROSSEN STOYANCHEV

UPDATE 2018-04-09: see follow-up announcement

Spring Framework 5.0.5 and 4.3.15 (superseded by
earlier this week, include fixes for the following vuln

e CVE-2018-1270 —> CVE-2018-1275
e CVE-2018-1271
e CVE-2018-1272

Spring Boot 2.0.1 and 1.5.11 (superseded by 1.5.12
above Spring Framework versions, were released to(

Spring Framework DG4 ICBEY %= Mt SEEH 2018.04-10

W rq=F | | X

JPCERT-AT-2018-0014
JPCERT/CC
2018-04-10

. BE

Pivotal Software (&. 2018%F483H. 5H. 98 (R#KA) (C. Spring Framework(c B9 2B DiEssMERE AR L £ L7z, Spring
Framework (&, Java ® Web7 7UBRETSHDTL—LT7—0D 1 2T, NI EBRICL D &, Spring Framework T (3%
DOIEEENRE D, BEEEEERIhDE, RTLTWEZ U Tr—y a3 v —NROERTERT. YE—FHSEED® OS OV Y RERTEN
SR EQOTEENH D £F, FMiE. Pivotal Software S DBEHRESH/LTLIEE W,

23

https://www.jpcert.or.jp/at/2018/at180014.html
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STATISTICAL DATA

large businesses. Between January 2015 and December 2016, there was a
2,370% increase in identified exposed losses3. The scam has been reported in

financial sources indicate fraudulent transfers have been sent to 103 countries. https://www.nikkei.com/article/DGXMZ02497915057A221CaEA5000/

Based on the financial data, Asian banks located in China and Hon Q%ﬁ 7% % ?ﬂi

remain the primary destinations of fraudulent funds; however, fing 2018458250 (&)

kv7 RBE-BR EIYRA e

3 and are &7 -
enforcel
ons between Octa

v=7vbk FTI//AYV—- BER-FPI7 RAKR-Y

complaint data and filings from finalte
and December 2016:

PRLATFEWR#YT Hiin3.8{EMAX —ILFREE

Domestic and international incidents: 40,203 2017/12/22 20:51 | BAREHE BTIR
Domestic and international exposed dollar loss: $5,302,890,4 QR i & . 4 f Dt~
https://www.ic3.gov/media/2017/170504.aspX MR TERNTNEELRBEENBEINTELEYRAX—ILERT, DWICABRERE

DFEE U, BAMZOHELE TS 3E84007M, EHENIZENS|LE DX —)LE/\YF
VIU, ZINWFIBEZARES ATIRTIKER,. BElIkEEY 514 F—V2EFTO
WENAKRH SN TWDS,
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